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1.2. Related Documents

RelatedDocument

Relevance

OpenlDesign Specification
(http://openiz.org/artifacts/1.0/0OpenlZ%20

%?20Design.pIf

Basis of this document

1.3. License

The SanteSuite platform isdinsed under the terms of éhApache 2.0 license. This docunf@monterns

arelicensedunder CEBY-SA 4.0

Portions Copyrigh® 20152019 Mohawk College of Applied Arts and Technology.
Portions Copyrigh® 20182019 SanteSuite Contributofiésted in sectiorl.1.1).

For more informatiorrelated to the licensing of SanteSuite and SanteDB projects see
https://github.com/santedb/santedb/blob/master/NOTICE.md
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3. Introduction

3.1. Purpose

The SanteSuite platfornnifp://santesuite.con) represents a comprehensive and cohesive software
platform for realizing patiententered digital health ecosystenBuilt atop the powerful SanteDB
platform, SanteSuite components are designed fitbin groundup to interoperate with each other and
with other software systems.

The platform provides a generic launchpad from which individual states or jurisdictions can design and
customize their owrsoftware solutions that suit their use cases. Howe@anteSuite also provides
useful out of the box functionality that makes deployment faster and easier.

SanteDRises an extensible, open architecture which allows for the addition of features such as
materials management, analytics, authenticationtbreak management, internet of things, reporting &
national datasubmissions, and much mare

Through ths design andhe implementation of plugins, it is envisioned that countries can select a
package ofeatureswhich work to achieve an appropriate solutiorr their environment. For example,

a country mayselecta custom immunization forecasting logic module with a stock management module
to support the query of immunizations and stock management capability.

3.2. Project Scope

The scope of SanteSuite is quite lrigis comprised of several platform components which further
specialize the SanteDi®re to perform a necessary function within a digital health ecosystem. At a high
level, the components of SanteSuite are:

1. SanteDB; An extensible intelligent Clinicabi Repository iCDR).I y 1 S5. Qa O2NB {5Y
server infrastructure provides the necessary functions to match records, make clinical decisions,
execute business rules, store and retrieve clinical data, perform security audits and privacy
controls,operateon mobile and laptop devices offline, synchronize and resolve conflicts.

2. SanteMPic! L2 6 SNFdz Yl &GSNI LI G§ASyld AYyRSE a2Fis6l NB
MDM plugins to implement the features necessary to operate an MPI. SanteMPI provides the
backbone ofa master patient index and includes a series of plugins, configurations, and applets
NBIljdzZA NBR (2 2LISNIGS {FyiS5. alba ¢ atlLo

3. SanteEMR; The EMR project represents an enhancement to$hateDRxperience. It extends
the SanteDRore user experiete and makes it more generic and easier to implement custom
primary care forms and templates.

4. Santelnsight; The insights tool provides a d@entified data stream to a standardized data
warehouse copy of SanteDB. This allows donors and ministries off hegkt reattime, de-
identified, patient level reports for analysis.

5. SanteGuard; The guardian tool provides a complete audit repository solution for any
connected SanteSuite product or any other product that uses IETF RFC3881, DICOM or FHIR
audits.

6. SaneGrid¢ The grid solution allow for easy federation and pé&zipeer communication
between SanteDB instances. SanteGrid provides a centralized table of contents for health data
amongst connected peers and allows any connected SanteDB instance to quengéhator
patient information.
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3.3. About The Clients

SanteSuités a community initiative that will, potentiallproducea multitude of clients. The basis for
the requirements used for the design $anteSuitarea collection of those specified as part objacts
that have been conducted around the worlthis section will describe the general characteristics of
such an avironment.

The expected clients of this softwar@nge fromlow-to-medium income countries (LMI) individual
states and provinces ieveloped countries. This broad bgsesesa variety of unique challenge®ne

of the primary challengeof public halth professionals working in the fieis that of reliable network
connectivity and power. The solution shall take into account that fieatich electronic devices may not
be a viable solution and paper based or SMS based interfaces may be used agnimat systemThis
is true of LMIC but is also true of rural and indigenous regions in developed countries as well.

Furthermore, it ixpected that the solution should be able to run on low poweted costhardware
and server infrastructure. Greaare shall be taken during the development and design stages of this
project to ensure that optimal performance can be achieved on relatilsV powered low cost
machinego achieve the widest possible adoption

Therecanalsobe a severe shortage @feceptorO | LI O A dagabilitydr\thelpart of implementing
countriesto deploy, manage and support these systef@seat care shall be tak in the documentation
of the infrastructure, plugin architecture and installation procedures for the service. Winssble, it
should be assumed that working knowledge of the underly@udpnical detailés scarceMultiple
deployment options are alssupported, including cloud options for greatest reach and custom local
deployments where required to meet local ldgisve or other requirements.

3.4. Team Members
Being a community projecitye seekio engage general partners where possible online. Upon
commalcement the team shall consist of the following members:

Tablel - Team Members

Name Role Organization

Justin Fyfe Architect/ Lead Developer Fyfe Software Inc.

Joseph DaMolin Product Design &vangelism | e-Cology Corp.

Paul Bravn Product Owner & Community| Mohawk College
Lead

NityanKhanna Development Mohawk College
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4. Overall Description
This sectia provides a high level description of the system

4.1. Alternative Products

Because théreadth of the SanteSuite product offerings, there are a multitude of alternative products.
We believe that SanteSuite products should, at minimum, match the capabilitieese products and
exceed them.

4.1.1. SanteDB Alternatives
SanteDB is an iCDR, this mgahat many regular CDR software products are alternative products. Two
major alternatives have been identified:

1 SmileCDR An initiativewhich provides a fully function®HIR CDR. SmileCDR offers features
similar to SanteDB.
1 HEARTH An initiative fromJEMBI health systems, which provides an open source FHIR CDR.

We feel that SanteDB offers several key advantages over these alternatives, namely:

1 SanteDB does not use FHiRany other messaging format as its stordgemat, it uses a more
flexible clinichinformation model. Therefore SanteDB is insulated from changes to the FHIR
standard or any other standard.

T {FydS5. aalLlSrl1aé¢ aidl yRINRa shciiwhie RBIRHas geatCl L wad 2
potential in new developments, many environments are bnfield, meaning there are a
multitude of systems which already leverage HL7v2, HL7v3,XID®\,and other messaging
formats. Rather than forcing these trading partners pgrade to FHIR, we can interoperate
with them on the CDR side.

1 SanteDB provides imgits and clinical decision support right out of the box. While other CDRs
cand S aK22{1SR dzZLJ (2 | /5{{ az2ftdziazys>s (GKSNB I NB
pictdzZNB¢ ® ! /5w YI& y20 ¢6AaK G2 RAAOf 2atdm GKI G F |
needs this information to make a determination of which vaccinations to suggestlioician.
By integrating CDSS into the SanteDB platform, we allow the CDSS tdeunaiens based on
the complete picture of the patient.

 SanteDBprovide2 FFf Ay S A8y OKNRYAT A2y NRIAKG 2dzi 2F GF
provides offline synchronization without the need for designing one from scratch. Developers
simplyimplement their desired user interfaces in HTML5 and Saxipt and SanteDB takes care
of the rest.

 SanteDBismuiiJt G F2N¥Y® 2SS R2y Qi YSIy 2dzAadG GNizya 2y |
Linux, Windows, MacOS, AndrarBspberry Pi, etc. Not only thiatit the platform can be
customized to run on PostgreS@racle, FirebirdSQL, or SQLite. This allows maximum flexibility
in adapting SanteDB to your licensing model andsystem.

(0p))

4.1.2. SanteMPI Alternatives

Being a Master Patient Index, SanteMPI has a multinfddternate products. Many are commercial
offerings(such as Tiani, and Initiate), however this analysis will focus on just the open source or free
alternatives.

SanteDB/SanteSuite Design 8



1 OpenEMPK Which provides enhanced MPI functionality includgngph based matching,
multiple standards support and MDM functionality.

1 MEDIC CR Theprevious version of SanteMPI. This MPI provides only basic matching and
storage of patient attributes, however has excellent standard support.

With SanteMPI, the major goals of the solution are mh@nce the matching algorithms and incorporate
machine laring algorithmst dzZOK G KF G {lFyidiSatlL LINP@ARSa I+ aoSdadSN
targeted:

1 SanteMPI must have an easy to use patient duplicate resolution user interface. That is to say,
finding, resolving and marking duplicates should be madg.eas

1 SanteMPI must have a flexible matching algorithm / engine (based on SanteMatch) which
applies thebest practice record linkage strategies outlined here:
https://www.ncbi.nim.nih.gov/books/NBK253312/#

T {FyGdSatL Ydzad AYyO2NLIR2NIGS YIFIOKAYS fSIENYyAy3 G2

4.1.3. SanteEMR
SanteEMR has several open source and commercial alterna@iop®e alternatives to SanteEMR are:

1 OSCAR Devdoped by McMaster biversity. While OSCAR pioneered mangicepts of an
EMR, its development has seemed to slow and the screens and user experience has become
dated. Also, the solution is highly tailored to the Canadian market.

1 OpenMRSE;, Developed by Regsireif, OpenMRS & world leader in terms of deployments of
disease based forms.

1 OpenEHR,

SanteEMR haseveralkey advantaggover the listed alternatives:

1 It does not require any internet connection to functiont of the box. Whereas OpenMRS
requiresspecialized module (12 LISNF2NY AYRAQGARdZ f FdzyOlAz2ya s
can be performed offline without any changes to the underlying platform.

1 SanteEMR synchronizes all business rules, clinical protdetds,and schedules acrossser
and client inerfaces.This means that any new business rules, protocols, or data is automatically
sent and executed by the connected clients.

T {FyidS9aw> o6SAy3a o6FlaSR 2y {lyidS5. Qa A/ 5w (G§SOKy?2
functions (MDM) in Wuich multiplesoura 2 F RIFGF OFy 06S YIFAYGlFAySR |
a2dz2NDOS 2F UNHziKé

9 The alternative products do not lay down a comprehensive, detailed security audit trail.

SanteEMR supports detailed auditing of all user activities and these audghipped to the
cenral audit repository for further analysis.

1 SanteEMR support record level privacy controls and btieelglass functionality. This
Fdzy OGAz2y It AGE A& inkedatddBNI SR GAF {lyiGaS5. Qa

4.2. Project Principles
At a highlevel,this projectseeks to:

- Provide developer extensibility and configuration points in all aspects of the service core,
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4.3.

Provide extensive documentation for developers and users,

Provide a disciplined approach for quality assurance, including the requirerhanttdesting
services on all modules in the project,

Promote of codereuse and standards wherever possible as integration points,

Provide heavily normalized data model where journaling is a first class citizen and not an
afterthought,

Apply Securitpy designand privacyby design principles.

Project Features / Deliverables

As stated prior, th&SanteDBproject seeks to provide a series of highly customizable components into a
series ofdeliverables thatvill be used as the basis for implementation. Eiovied as deligrables are:

1.

iCDRBackboneAn extensible softward 2 f dziA 2y GKF G O2y il Aya (GKS
required to perform immunizations, track and merge events from remote sites, perform stock
management functions, etc.

Administrative Portal:Awebsitethat can be used by administrators to maintain the backbone
configuration including customization of reports, stock items, antigens, etc.

Disconnected Client Mobil&pp: A mobileapplication thatcan operate offline for logperiods

and be used to colleagnmunization data within a clinic.

Disconnected ClienDesktop AppA desktop based application which can operate in
disconnected mode for long periods of time and be used to collect immunization data within a
clinic.

Dismnnected ServerA miniature serer which is capable a&fervicing larger clinics which have a
LAN connection but lack a WAN connection.

Web App An application which allows online access over the internet.

Developer SDKA development toolkit which will penit developers to create theiren
applications.

The need to customize edge devices speaks to one founding principle $atheDBroject thatis
extensibility.

4.4.

User Classes and Characteristics

This section will seek to introduce the user classes. Aalasds notnecessarily a tedtical role nor is it
a single person, rather, it is a mechanism used to consider how a particular role is expected to interact
with the system. A user class will have a series of skills, dutiescaregrns thawill be addessed.

Table2 - User Classes and Characteristics

User Class Classifier Priority

Clinic Staff Low technical skill, expertise delivery of health services VH

Receptionist Low technical skill M

Clinic Manager Lowtechnical skill, expertise in gathering stéitts and H
managing stock.

Regional Manager Low technical skill, expertise in gathering statistics and M
managing stock.

System Administrator | High technical skill, expertise in systems management. M

Governing Authority | Medium technical skill, expertisa funding and strategy. M

SanteDB/SanteSuite Design 10
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Audit / Privacy Officer| Medium technical skill, expertise in privacy legislation.
Application Developer| High technical, expertise in creating new extensions.
Patient Technical skill unknown, expertise in adhering to appoiants

I LZ

4.4.1. Clinical Staff
Theclinical stafuser class is defined as an individual whom perfaneeth delivery taskat local clinics
and is responsible for clinical observation (such as adverse reactions, weight, etc.).

4.4.1.1.Skills

Theclinical staffwithin a clinic is typically quite capable of performihgies related to health delivery
Thestaff memberwill typicallyhave moderate to low technical skill and is expected to be able to use a
simple user interface to enter simple fields like date/time pfaction and the result of their action (for
example, date/time of immunization and the result or date/time of weightldhe measure).

4.4.1.2.Duties
Theclinic staffis often busy and the use of the application is often a tertiary duty. It is important that
the clinical staffnot be distracted from the primary duties of ensuring healthy patgopulation

4.4.1.3.Concerns
Theclinicd staffmay have many concerns with the technical solution, including:

- Time, the applicatiomust notintroduce a bottleneck in the pross ofcaring forpatients.

- 1 O0dzNY Oex GKS FLILX AOFGA2Y Ydzald LINRGBARS |y
including weight, history ahedical statusand correct demographics.

- Confidentiality, the application must provide a mechanism thatugas vital information such as
immune compromised is shown the officer but not shown to other generic users

4.4.2. Receptiorst

The receptionist user class represents an individual who is responsible for preparing the visit by
performing tasks such as demograghollection/updags, scheduling of future appointments, etc. The
receptionist may be the same person as thaicalstaffin some low resource settings, or may be a
separate person representing the clinic.

4.4.2.1.Skills

The receptionist is expected to have lemtechnical skill than thelinical staff however be adept at

using simple technology such as filling in form fieldading a calendar and following recommendations
presented.

4.4.2.2 Duties
¢tKS NBOSLINIA2yA&aiQa LINAYIFNE RdziASa AyOf dzRSY

- Onboarding new patientdhaat arrive at a service delivery location, or updating existing patient
demographics at presentation

- Ensuring identifigtion is accurate and up to date, including immunization cards and/or health
insurance information

- Notifying theclinical staftthat the patient has arrived, or placing the patientinto tieft A y A O Q&

G o AlGA ycnfikdh@wik the patient the purposef the encounter.
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4.4.2.3.Concerns
The receptionist many concerns with the technical solution, including:

- Time: the applicatiomust notintroducea bottleneck in the process of queuing patients.

- Difficulty: the application must not be difficult to use and/or praseonfusing dialogues or
options to the receptionist.

- Accuracy: the application must proviglalidation thatensures that the keystrokgof the
receptionist does not cause a faulty record.

4.4.3. Clinic Manager

A clinic manager user class represents an indaliddno is responsible with the operation of a single

clinic and ensures that the clinic has sufficient stock perfdaily functions, runing reports to ensure
adherence, etc.The clinic manager is also responsible for the transfer of stock to/fraegianal

distributor, managing the clinics stock balance and ensuring that any technology used within the clinic is
not operating in an errostate.

4.4.3.1.Skills
The clinic manager is expected to have higher technical skill thatlithieal stafidoes and should be
adept at stock counting, basic math (such as converting vials into doses) and reporting.

4.4.3.2.Duties
¢tKS OftAYAO YIyl ZUSAENAEA LINAYINE RdziASa Ay

- Performig stock counts at set intervals and reporting current stock to a regional authority.

- Ordering and receiving stock into the facility and returning expired/unusable stock to another
authority.

- Ensuring that any technology used in the cliioperating ira nonfaulted state and that any
technology is ready fquatient careduties (charged and functional).

- Preparing/running reports which relate to the operation of the clinic such as stock forecasts
(days of remaining stock), number of patieseen numberof outstanding technical issues
(failures, etc.), number of patients expected in the coming days, etc.

4.4.3.3.Concerns
The clinic manager may have concerns with the technical solution, including:

- Accuracy: The solution must provide accurate infaiora(as is posible) related to the current
stock and function of the clinic such as patipopulation forecasted patients and consumption
of stock, etc.

- Communication: The solution must provide a mechanism for ordering stock in a manner that the
manage can see thetatus of theirorder can place additional orders, and view balances.

- Security: The solution must provide a secure actass thatprevents unauthorized access to
lost/stolen tablets and must ensure the clinic manager does not view infoomalhey are no
permitted to view.

4.4.4. Regional Manager
A regional manager is an individual who is responsible for the management of a collection of clinics
within a specific region such as district, county, city, province, etc. The regional manager isitdspo
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for ensuing sufficient stock is available for the clinics in their region, and ensuringdinatoverage
meets specified targets.

4.4.4.1.Skills
A regional manager may be of moderate technical skill and, it is expected, should be able to interpret
reports and manipulte data within a basic tool like excel, print reports and scan.

4.4.4.2 Duties
TheregionalY I Y 3SNR& LINAYF NE RdziASa AyOf dzRSY

- Organizing stock orders, packing them for subordinate facilities and delivering or facilitating
pickup of the orders

- Ruming reports f@ their district/region and adjusting stock, vaccination campaigns, or outreach
programmes.

- Reporting to higher echelons of administration the performance of their region.

- Ordering stock from national distributors of vaccine and ensurirfiicgnt safetystock to
supply their region.

- Device provisioning including onboarding of new users and devices for use within their region
and ensuring lost devices are purged/located and user accounts locked under correct conditions.

4.4.4.3.Concerns
Theregiond manager may have concerns with the technical solution, including:

- Accuracy: The solution must provide accurate information (as is possible) related to the current
stock and function of clinfssuch as patientseen forecasted patients and consumption of
stock, etc.

- Communication: The solution must provide a mechanismdlaying status of atockorderin a
manner that the manager can see the status of their order, can placeiawigitorders, and
view balances, pick stock from their current store, etc.

- Security: The solution must provide a secure acdagsr thatprevents unauthorized access to
lost/stolen tablets and must ensure thregionalmanager does not view information they are
not permitted to viewsuch as discrete data

4.4.5. System Administrator
A system administrator is an individual who is responsible for the planning, setup and maintenance of
the solution.

4.4.5.1.Skills

The system administrator is typically a highly skilled individual who is responsible for the maintenance of
several software systemsitin a region/district/country. The administrator in some LMIC may have

less technical skill but still be familiar with basic database terminology, practices, etc.

4.4.5.2 Duties
CKS a2adSY FRYAYAAUGNI 62NRA RdziASa Ay Of dzRSY
- Backup of computer databases which cant@Hl
- Maintenance of security accounts, and devices permitted to log in within a particular region.
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- Setup and installation of software components and their upgrades including networking
configuration.

- Advanced technical support, analysis of log files, @hdr diagnostic tool output.

- Planning of physical architecture, deployment timelines, OID registrations, etc. including the
issuance and revocation of PKI certificates.

4.4.5.3.Concerns
A system administrator will typically have several concerns with techsitaions thatmay include:

- Security: What impact on the network surface area will the solution have, and how will the
solution adversely affect the operation of other systems within the enterprise.

- Reliability: What is the reliability of the solution atite burden on the administration that
technical support calls will place on resources?

- Cost: What is the cost of maintaining the infrastructure after initial capital costs? What are the
costs related to the installation of the system and what, if anytheelicensing impacts on the
operating budget and IP of other systems in the network (example: GPL)

- Auditability: What is the traceability of the solution? How easy are deployment mis
configurations to find and diagnose? How difficult are logs to obtBinthe logs contain
sufficient information to quarantine data and/or users and machines in case of breach?

4.4.6. Governing Authority / National Officers

National authority / officers are individuals who are responsible for the planning and maintenance of a
nationalhealth programmes. These individuals typically have moderate technical skills and are primarily
interested in stock management and reportingnétions.

4.4.6.1.Skills

A national officer has data analytics skills and moderate technical skill required to ¢zest@ports and
manipulate data in Excel. A national officer or programme coordinator may be interested in customizing
reports themselves.

4.4.6.2.Duties

¢CKS yIFEGA2YFE 2FFAOSNRA LINAYIFNE Rdzié Aa (GKS NUzyyAy
reports to perform business intelligence functions. The governing authority is also responsible for the
administration and creation of legislatio

4.4.6.3.Concerns

CKS yIFIGA2Y It kI2OSNYAYT FdziK2NAGE@ QA LINAYEFNE 02y OSN.
capabilities of the system. The national officer may be responsible for ensuring that new legislation

passed can be implemented within the system &mak reports are accurate and up to date.

4.4.7. Audit / Privacy Officers

Privacy officers are individuals who are respblesfor theimplementationand adherence of the system
and its users to policies configured for the jurisdiction. The privacy officesdsahcerned about
security breaches, performing spot audits to ensure ilnsgrs are using the system correctly
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4.4.7.1.Skils

The privacy officer is of moderate technical skill, and high domain expertise skill. The privacy officer has
the ability to use Microsib office products, as well as basic Bl tools and svgbrfaces for detecting

security breaches.

4.4.7.2.Duties

The primaryduties of the privacy officer include the setup and validation of configured policies within
the core application as well as performing tioe privacy audits on the system. The privacy officer is
also responsible for participating in threat risk assesgsiand privacy impact assessments.

4.4.7.3.Concerns

The primary concerns of the privacy officer are that the system will enforce consent patipesed by

the deployment jurisdiction, and that any overrides are easily identifiable in any audit logs. The privacy
officer will also be concerned with the detail of PIA and TRA assessments performed against the system
and will require lots of documentatn related to the security services provided by the system.

4.4.8. Application Developer / Implementer / Technical Expert

The application developer, implementer and technical expert class is used to describe those
professionals who will be developing integratipoints for theSanteDBystem for the purpose of
implementing the solution in a jurisdiction.

4.4.8.1.Skills

The technical xpert is of high technical skill and is able to understand application programming
interfaces (API) documentation and how these APIs carsbd to control the system for the purpose of
their implementation.

4.4.8.2.Duties

¢tKS GSOKyAOFf SE tlifiathe@dveldpiNgntandibstorztion of tBant2 DB
solution, as well as the deployment and configuration for a particular deploymeaohnical experts
may also develop plugins and/or consumer applications of the platform.

4.4.8.3.Concerns

The technical expefta LINA YI NBE O2y OSNYy A& GKIFIG 2F SFaAS 2F AYL
The technical expert expects tisgstem to provide dticient application programming interface hooks

in order for them to sufficiently expand the system to complete velvar implementation work they are

performing. The technical expert will also be concerned with the stability and robustness of

documentatio of interfaces as well as the performance of the system and availability of development

tools.

4.4.9. Patient

The patient tass is used to describe the consumer of the healthcare services or one of their delegates.
This may include parents, relatives, guardisgts. While patients are directly users of the system-per

se, they may play a role in the use of personal portdtstime system.

4.4.9.1.Skills

Patients may be of varying skill from complete computer illiteracy, to high tectsticelvdnessPatient
interfacesshould use simple language and only display the necessary information for the patient to
understand thedata thatthey are viewing.
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4.4.9.2.Duties
The primary duties of the patient class are the attending of appointments registered in the system, and
the obtainhg of proper patient identification to be identified within the system.

4.4.9.3.Concerns
Primary patient concerns involvedtproper and accurate identification of data, the cleanliness (clarity)
of interfaces and confirmation prior to submitting any changes to the system.

4.5. HDSPlatform

Thedesignof the backboneis notplatform specific and could be implemented in a numbediferent
ways.The initial version discussed in this design document will be implemented theimdicrosoft
serverstack,making usef the following technologies:

Table3 - HDSmplementation Platforms

Technology Reasoning Relates To
Microsoft .NET Framework Execution Environment Backbone, Web Interface,
Administrative Interface
Microsoft SQL Server 2014 Database Environment Backbone
PostgreSQL ServedX Database Environment Backbone
MEDIC Service Core Framewq Robust setf existing plugins | Backbone
available.

There is future plans to upgrade the WCF based service core servicteiMi&IL implementation of
HTTP handlers. This will permit operation of HTTP interfaces on Linux and MacOS X.

4.6. WebPortalOperating Environent
The web portal operating environment for SanteDB will leverage NancyFX. NancyFX canioerate
standalone manar, removing the need to setup IIS or other supporting infrastructure.

4.7. " Mobile App Operating Environment

Reference mobile apps will be credtfor both the providers and the patients. To achieve the maximum
possible device suppokKamarinwill be used ashte platform of choiceA wrapper in Xamarin will load
and execute HTML5 and JavaScript applet files

4.8. Assumptions and Dependencies

The prinmary risk to implementation is the use of proprietary components upon which the stack will be
based.To achieve the lowest cost deployment for LMICs, components that cannot be licensed as free
and open source shall be avoided where possible.
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5. Requiements

This document outlines several basic use cases upon whicBaheDBplatform was created. The
requirements listed here are a target of requirements that a system using§amee DBplatform could
perform.

5.1. User Stories / Use Cases

5.1.1. User Logs In Wittalid @edentials

Aclinical staff membeuses themobile appto log into their provided user account. The device has an
active internet connection. Upon login the device sends a unique device identifier to the central
authentication system proving itsedtity. If the user credential is valid, and the device credential is
valid, then the system audits the successful login.

5.1.2. User Logs In With Invalid Credentials

Aclinical staff membeuses the system to log into their provided user account. Durindati@ proces

one of the credentials provided to the system (device or user) is invalid. The system alerts the user to
the invalid credential condition and audits the invalid access attempt.

Alternate: The user continues to provide invalid credentialseAthe thirdinvalid login attempt the
device does not permit another attempt for a 60 second period effectively locking the device.

5.1.3. User Resets their Password

Aclinical staff membewishes to log into the device, however forgets their password.stémember
usesthe system to reset their password from a registered device. The user enters their username and
selects a method of reset{@ail or SMS) providing the necessary security ch€bk user receives an

out of bandcode thatthey enter into the fegotten passvord system. The forgotten password

subsystem validates the out of band code provided to the user with the token generated and, if valid,
permits the user to enter a new password.

5.1.4. User Reviews Appointments

If login is successful, thinical $aff memberis presented with a dashboard portal. The user uses the
dashboard to review the appointments in the system. The system provides a list of appointments for

review and filtering by the user of the point of service device. The system does rlosdisc

appointments for patients outside thelinical staff membe®& NB aL}Ry aAoAf AlGe oiG2 o685
facility, etc.)

5.1.5. User check existing Patient

A patient presents to the clinic faroutine service The receptionist scans their identificatiamich

performs an identification search within the system. The receptionist verifies the information and

LINE OSSRa-A{2z a@BSOQ GASylG®

Alternate: The patient presents without an identification card, however has attended the clinic before.

The recefionistusesi KS &deaidSy (G2 aSkNODK GKS 20t OftAyAiadoQa

5.1.6. User copies remote demographics into the system

A patient presents to the clinic for their routirservice The patient has never presented to the clinic

before, however has a national idgfication card. The patient presents this which is used by the
NBOSLIiAzyAald (2 R2seyf2FIR GKS LI GASYydiQa RSY23INIF LKA
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system and presents a series of results to the user. The receptionist selects thergiereecod and
indicates that the patient should be imported.

The receptionist continues to chedak the patient.

Variation: Therecegi A 2 y A &0 dzLJRF 6Sa GKS LI GASydiQa RSY23INIF LIKAC
system conveys this change to the natibpatient registry.

5.1.7. User registers a new Patient

A previously unregistered patient presents to the clinic. The patient has never visited the clinic before
and does not have a national or regional identification from another clinic. The receptionist gtitbers

dza Sdedwgraphic details and enters them into the system. The receptionist saves the new
demographic record which results in a new patient record within the system. The receptionist saves any
existingclinical datathe patient has in the system. Thgstem calalates acareschedule for the patient

and schedules appointments if necessary. The receptionist reviews the created schedule, and if
necessary, continues to chetkthe patient.

Variatiornt This new identification is posted to thmational records systemwhich results in a new
jurisdictional identifier for the patient.

Variation:¢ KS yS¢ LI GASy (i Q&8 RSY23INI LIKAOaA SEIFQOGfe YI G§OK
registered in theSanteDBystem. The receptionist is shown a wiagconfirming that thiss in fact a
new patient or if the patient is a duplicate.

Variation:¢ KS ySg LI GASyidQa RSY23INF LKAOAE SEIOGte YI GOK
registered in theSanteDBystem. The patient is registered. At a latiere, a district officeretrieves a

fAdG 2F O2yFtA00G4a YR NBaz2t @S xlinidakKnBtorRlate i copetl § S NB O2
into the new patient master file.

5.1.8. Patient presents and is past due / has no appointment

A patient presents tolte clinic without an appintment, or is late for an existing scheduled
FLILRAYGYSYyGod ¢KS NBOSLIiA2yAaad dzasSa GKS aegadSy G2
(pastdue) events within the system. The receptionist requests the system tergenan ordemand
careplan/recommendation, the system creates an appointment with the yhst eventsscheduled on

the current date. The receptionist cheeksthe patient for the created appointment.

Variation: The system displays the past due vaccoratind automatically gerates an updated
schedule and displays any warnings if appropriate fome vaccines may be unsafe or may require a
different dosing).

5.1.9. Patient presents and provides new demographics

A patient presents to the clinic for thaioutine immunization. The p&nt informs the receptionist that

their demographics information (phone number, address, etc.) has changed. The receptionist keys the
OKFy3aSR RIGF AydG2 GKS aeadSy FyR al @Sa GKS LI GASY

5.1.10.Clinical Stafperforms encounter
After beng checked in, the patient waitsy G KS & ¢ A (i A ghdunthaRtignd. ThelimizgaN) a 2 Y S
staff membercalls the patient into a private area to discuss thmédicalhistory, and reviews the
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actionsto betakenfor the spedic encounter. The physiciagtarts the encounter recording
measurements (such as height, weight, etc.) and adjusts the lgttminsto be performedbased on
what is considered safe.

5.1.11.Patient has an adverse reactiafter encounter

After receivinganimmunization, the patient is structed to wait a certain time period before leaving
the clinic(discharge)During this time the patient develops a rash/fever/other reaction. Glivecal staff
memberuses the system to record the adverse event (i.e. upsidte immunization encounter)

Alternative: After going home, the patient starts to develop an adverse reaction to the vaccine given
duringa previousncounter.The patient returns to the clinic. Th@&inical Staff Member amends the
previousencounter entering an adverse reaction

5.1.12 Naional officer enables a new application

After reviewing an application on the mobile application store, the national officer decides that an
application meets criteria for a need within their jurisdiction. Theiovadl officer enables the
application on lheir service by allowing the application key and selecting the user roles / application
functions that the application is allowed to operate. This information is communicated t8aht&eDB
backendwhere it is therdistributed to all connected mobile dees

5.1.13.District / Regional / National Officer runs summary reporting

A regional officer wishes to determine the performance of their immunization programme within their
jurisdiction. The officer uses the reportinggine of the solution to run a series ofperts which

illustrate the performance of their region.

Alternate: The national officer uploads a new report to the reporting engine and selects which users may
view the report and specified parameters they areméted to view.

5.2. Other NonFunctional Regtements

5.2.1. Performance Requirements
List any performance requirements if available. State any performance requirements and their rationale.
This will help implementers understand the intent and make suitable desigioeh

1. The system SHALL be capable ofgrenfing simple queries and returning resources from the
local data storage device in a reasonable amount of time.

2. The system SHALL provide a mechanism for compressing inbound and outbound data.

3. The system SHALL pid& a mechanism for fragmenting and bumndlidata. The system SHALL
allow consumers to dictate how this bundling occurs in order to minimize traffic. This
requirement is waived when standardized interfaces are implemented.

5.2.2. Safety Requirements
Specify regirements that are concerned with the pokkt loss, damage or harm that could result from
the use of the deliverables of this project. Refer to any policies that are being enforced.

4. The system SHALL persist all outbound messages and SHALL track theerespotixund
messages. Unsuccessful maegss SHALL be flagged and the system SHALL provide a mechanism
for re-sending data.
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5. The system SHALL persist all inbound messages and their responses for any operation which
modifies data. The system MAY persist #mire inbound request and/or response sgage but
SHALL at least persist the unique message identifier. This functionality is related-tmnerec
requirements.

6. The system SHALL NOT communicate PHI over unsecured channels and SHALL reject any
messages wibh are not sent over encrypted channels.

7. The system SHALL use node authentication when communicating with other infrastructure
components. Node authentication SHOULD be used forused devices.

8. The system SHOULD use a local root authority for node atitia¢ion purposes but SHALL at
minimum alow the trusting of a list of certificates if a root authority is not supported.

5.2.3. Security Requirements
Identify any requirements related to security or privacy issues. Define any user idamuttiggntication
and authorization requirements. Refer to any ip@s or regulations that are being enforced

5.2.4. Quality Assurance Requirements

Specify any quality characteristics of the software that are important to either the implementer, or
customer. Somexamples are: adaptability, availability, correctness, flexghiinteroperability,
maintainability, portability, reliability, reusability, robustness, testability, and usability. Write these to be
specific, quantitative and verifiable requirements wheasspible. At the least, clarify the relative
preference for vanus attributes such as ease of use over ease of learning.
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6. Interface Considerations

This section outlines the requirements of any external interfaces required to implement the project.

6.1. User Inerfaces

Describe the logical requirements of a user interfatat are required. This may include prototype

screen captures, diagrams, product style guidelines, layout constraints, standard buttons that will
appear on screens. Keyboard shortcuts and emessage standards may also be listed here.

6.2.

Software Interfaces
Identify any software interface that this project will provide. Include database services, libraries, tools,

and integrated components.

Table4 - Software Interfaces

Sdtware Package Type Provider License
Microsoft AjaxMin Class ibrary Microsoft Inc. MSPL
Newtonsoft JSON.NET| Class Library
NHAPI Class Library
Everest Framework Class Library Mohawk College Apache 2.0
AtnaAPI Class Library Mohawk College Apache 2.0
XDSApi Class Library Mohawk College Apache 2.0
Antlr3 Clas Library
ExpressionEvaluator | Class Library
RestSharp Class Library
StackExchange.Redis | Class Library
Twilio.Api Class Library
SQLite.NET Class Library
SQLCipher Class Library
SwaggerWCF Class Library

6.3. Communications Interfaces

Describe any requirements associated with communications functions required by this product. This
could include eMail, webbrowsers, network servéd2 Y Y dzy A O A2y &=

Table5 - Communications Interfaces

LINRG202f¢

Interface Servce Method / Standard Provider
Health DataVlanagement SanteDB iCDR | FHIR STUXHDSI SanteDB
Clinical Protocol SanteDB CDSS | FHIR STU3HDSI SanteDB
Management
User Accounts SanteDB IdP OAUTH SanteDB
In-Application Reporting SanteDB ReportR SQL SanteDB
FHIR Service Core Core FHIR FHIR DSTU MEDIC SVC Core
Services
Auditing ATNA Auditing ATNA + DICOM SanteGuard
HMIS Reporting TBD TBD TBD
Patient Identity Source Patient Identity | PIX SanteMPI
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Patient Identity Consumer

Patient Identity

PIX

SanteMPI

Patent Demographics
Search

Patient Identity

PDQ

SanteMPI
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7. Solutions Architecture

7.1. Solution Architecture

SanteSuite / SanteDBovides a loosely coupled open system architectéigurel illustrates the major
components of the platirm where each bidirectional arrow regsents a communications channel over
an open standard.

HIE / HIS Services

SanteGuard SanteMP| SanteGrid

| |

| I

I = |

| I

| I

| I

! l

: HL7v2.x ! |1

I

| I

| I

! i SanteDB _

: ! Server

! -
! HL7 i Web Client
: FHIR !

! I

! l

Offline
! Standards-Based Systems Sync

= ¥

. . Disconnected
Android Win/Linux Disconnected
. . Gateway
Client Client Server

* * *
Web Client Web Client HL7 HL7v2.x
R

FHI
SanteDB Disconnected Client Core

Figurel ¢ SanteSuite / SanteDB/stem Architecture
The major components of the architecture are:

1 SanteDB ServgiCDR: TheiCDRs the primary platform component of th8anteSuitglatform.
TheSanteDB iCDR responsible (at a high level) for:
o alAydSyl yOS ndicallegbsh A Rdzl £ a4 Q
0 Scheduling and maintenance mkdicalappointments
o Forecasting schedules and demand
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o0 Integration withinfrastructural systems such as Logistics Management Information
Systems (LMIS), Health Management Information Systems (HMIS), educational systems,
etc.

1 SanteDB Disconnected Client CdtE€DR)These software pieces represent th#line
capacites of theSanteSuite / SanteDB platform. Théselude:

o SanteDB Disconnected Cliemtthick client application that operates offline and hosts
SanteDB applets and applications. This client operates on Android, Linux, Wtbws
provides complete miniatur versionof the iCDR for use offline, synchronizing data
when appropriate.

0 SanteDB Disconnected Gatewayversion of the Disconnected Client whtposes
standards based interfaces (no user interface) for applications that would otherwise
require an inernet comection, to function appropriately using FHIR or HL7v2.

0 SanteDBDisconnected ServeA version of the disconnected client that can be used at
clinics which require local connectivity (between systems) while not being connected to
the internet (LAN but no \AN)

i Standards Based SystenRRepresentshird party, existing clinic assets such as admitting
systems, EMRs, etc. which integrate directly with the iCDR using one of its many standards
based interfaces.

1 SanteDBApplications:Representapplications such @&&MRs, HISs, Mobile Applications, and
custom websites which use th¢DS0 convey data to end usershis also include s the
reference implementations of the patient and provider mobile applications.

f SanteSuite HIE Offering¥hese ae specialized, purpose2 OdzAa SR Ay aidal yoSa 27
perform a particular function.

7.1.1. SanteDB / SanteSuite HPackaged Solutions
SanteDB operates at the core of the SanteSuite product offer8aygeSuite community assets are then
customized foparticular operationatontexts.

f SanteEMRIs a fully functioning offlind A NB 0 9aw f SOSNJI 3 atofage, {  Y1US5
privacy and security controls to offer a complete clinic management solution.

{t

. Qa

f SanteMPlis a fully functioning Master Patient IndéMP1) which leverages I y 1 S5 . Qa LJ2 6 SN.

standards based interfaces and matchpiggins to operate as an MPI.

 SanteGuardL & | Fdzf f & FdzyOtdA2yAy3d aSOdzNAGE | dzRA G
storage layer andommunications capabilities to opete as a fully functising RFE3881,
DICOM or FHIR R4 security audit repository.

1 Santelnsightsls a reporting plugin solution that allows SanteSuite products (via SanteDB) to
automatically deidentify inbound data and submib a centralized data warehoasservice.

1 SanteGridis a federation solution which allows multiple SanteDB services and products to be
federated geographically, by program area, etc.

7.2. Network / Physical Architecture

TheSanteDB iCDR designed to support a wide range of deployment aps. This will increasthe
scalability of the solution across environments. There are envisioned to be three types of deployments
supported by theSanteDBnfrastructure:
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1. Single Server In this deployment all necessary functions run on phgsical or virtual server.
This wil be the default installation supported for developer installations and staging
environments.

2. Simple MultiServerg In this deployment functional components are split across servers to
balance load. This deployment vae use of multiple application sers, multiple database
servers, and shared memory caching.

3. Federated; In this deployment a series efDSenvironments are linked together in a federation
of servers. This type of deployment is an envisioned future state

7.2.1. Single Server Deployment
The sinte server deployment option simply places @®R caching, databases, and supporting tools
onto one server. A sample single server deployment is illustrated in .

Server OpenlZ Applications

o BESS

Mobile App

Access Control
Service

Form Scanner

Immunization
i Web App

Figure2 - Single Server Deplment

7.2.2. Multi-Server Deployment

A muli-server deployment oSanteDBs also supported. Each of the application server pieces has been
designed with the goal that they can split apart based on role. A 1seitier deployment will require

some planning and witlepend solely on the environmeirtto which the service is being deployed.

Illustrates a simple mukserver deployment whereby application services are split across physical
servers and the database is not scaled.
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DB Server(s) ACS Server Appserverl [+
Access Control . OpenlZ Applications
- IMS Service
Service
Mobile App

Report Server(s) Ancillary Server 1 App Server 2
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Figure3 - Multi Server Deployment Example
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This form of deployment can also be scaled out to meet a much larger environment as well. lllustrates
the extreme stress test environment (ESTE) use®&#émteDRBesting with approximately 4 million fake
patients.The ESTEhgironment illustrates database, pfication, and ancillary server scale out
opportunities.

Database Cluster
db.est.openiz.org

Ancillary Servers
est.openiz.org

Web Servers
est.openiz.org

web admin

Figure4 - High capacity scaleut
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7.3. Software Architecture

7.3.1. { I y i EbnicAbBata Repository Architecture

TheCDRportion of SanteDBs based heavily upon the micigervices architecture. In this architecture, a
series of pluggable services implement a series of contracts. Whenever a function unit wishes to
perform a unit of work it will ask the host context (IServiceProvider) to get themtly configured
service provider

The service types provided Pyl y (i $1DSar@ Blustrated inFigure5.

OpenlZ IMS

jussuoD
al yusipd
oiPg PIUID
yiny 1esn
ABojoujwis |
Bulsposi04
MO|PHIOM

Reporting Data Store

Privacy & - . : :

Figure5 - SanteDBIDSComponent Architecture

Each service is described in more detalable6 with those services provided by the MARICService
Core framework marked in red

Table6 - SanteDBADSServicegTo be updated)

Services Contract Description

Messaging IMessageHandlerService The message handler service is started
upon application start/stop and is used t
receive messages, parse them into a
canonical form.
IMessagePersistenceService The message queue service allows
messaging services to queue inbound
messages that need #fgrocessing.
Authorization | lldentityProvigrService Responsible foauthorizing and
interacting with the identity management
system configured in SanteDB. For
example, if LDAP authentication was
preferred then there would be an
LdapldentityProviderService
IDeviceldentityProviderService Responsile for authorizing and managin(
the principals related to security device
and node authentication.
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IApplicationldentityProviderService

Responsible for authorizing and managi
application principals (OAUTH Client key
to be used fowalidating third paty
applications can communicate with
SanteDB.

IRoleProviderService

Responsible for maintaining and manag
roles on the identity prower.

ServiceCore

IStockManagementSetvice,
IMailMessagePersistenceService

These clinical data services are
responsiblefor the orchestration of
underlying functions to perform the
specified operations they define. For
example: The appointment scheduling
service would be responsible for finding
recommended dates for a particular clini

IConcepService

The concept manageamt service is
responsible for managing the internal
concept dictionary found within the
SanteDRlatabase.

Consent

IPolicyDecisionService

The policy decision service is responsibl
for ultimately deciding the outcome of th
policies regstered for a partular object
(called a securable) and telling the
enforcement service how it thinks the
data should be handled (Grant, Elevate,
Deny)

IPolicylnformationService

The policy information service is
responsible for maintaining the linkage
between policies andecurables.

IPolicyEnforcementService

The policy enforcement service is
responsible for the actual enforcement o
the policy. The PEP is responsible for
masking data, raising auditslocking
access.

Audit

IAuditRepositoryService (storage)

The audit epository service is responsibl
for storing local copies of audits in the
SanteDB server that is running. The aud
repository service allows for querying an
insertion of audits

|AuditorService

The auditorservice is responsible for
shipping audits t@ central audit
authority.

Repositories

IRepositoryService<>

The repository services are responsible
the storage and business logic steps of
storing a retrieving data to/from the data
layer. All presentadn layers use the
repository layer tanterad with objects.
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Data Store IDataPersistenceService The data persistence service is respons
for taking the internal canonical model o
the SanteDBHADSand translating that data
into the physical data storage unit.
Forecasting IClinicalProtocolRepdsry The forecasting servide usedor creating
IClinicalProtoc@ervice care plans and for maintaining and
managing the central list of clinical
protocols that can be used in the Santel]
platform.

BusinessRules| IBusinessRulesService<> The IBusinessRad services provide an
opportunity to alter thebehavior of
SanteDB within the context of an applet.
IBusinessRules support being executed
certain data triggers (Before/After)
(Insert/Update/Obsolete/Query/Retrieve
Notification IClientRegistryNotifetionService The notification service is used &tert
other systems of redime data storage
events. This is the hook that will most
likely be used when implementing pure
ODD inSanteDBADSor when merges or
patient registrations occur.

Figure6 illustrates each of the services contained within SanteDB server and their relationship to one

another.
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7.3.1.1.Daemon Services
ThelDaemonService is not a service contractperrather it is a scaffold interface (contract) which can
be used by services which need to operate as a daemon withiSainéeDEapplication context.
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Daemon services are started as application context stadt shutdown at application context stop.

D&SY2y aSNBAOSa INB aidl NISR Ay GKS 2NRSNJ AYy 6KAOK
file. If daemon services require another daemon to be started they can subscribe to the dependent
RISy2yRaSe¢ 68§aSyio

7.3.1.2.Job Services

A job service reprgents a piece of C# code that can be executedititoy an administrator. Examples of

job services include:

1 Exporting data from the main database to a data warehouse
1 Synchronizing datdiom SanteDB to anothelystem that may or may not support messaging
1 Qeating a global, countrwide forecast of a particular care protocol

Job services implement the 1Jistberface Jobs can declare the parameters (types and name of
parameters) that they supporParameters will be exposed/collected from the user prior xeaiting
the administrative job

7.3.1.3.Timer Services

Timer service jobs are implemented via the ITimerJob interface. Their schedules are dictated by the
GAYSNI aSNIBAOSQa 02y Efaul timkedjab defingd ivilte MIKRRBY Jedvive@oret KS R
frameworkuses the application configuration file to manage the execution of timer pasteDBnay
implement additional functionality in future releases to allow database based configuration to occur.

7.3.1.4.Business Rules Services
The business rules services are resgible for the execution of business rules based on system events.
There are two types of services which can be classified as business rules:

1. Event BasedThese services implement IDaemonServiog subscribe to system events for
which they are interestedC2 NJ SEI YLX S | . w9 6KAOK @IfARIGSa
length would subscribe to the PasswordChanging event of the IldentityProvider.

2. Explicit CallThese services implement the IBwsssRulesServis@>and is executed on
demand. These type tlusiness rules services are only called from repository services that
require explicit business functions to be performésh example of this would be an
IBusinessRulesService<Patient> which prayide functions to detect merges, or validation
functions

By default,SanteDBias a basic business rules engine service which provides access to both services as
Jintengine

7.3.14.1 JavaScripBusiness Rules Engine

TheJavaScripbusiness rules engine allowsplementers to describe their business rules as a series of
JavaScript functions. The$mve access to thBanteDRavaScript model objects and can subscribe to
pre/post events on any model object.

The BRE service executes the JavaScript file which can register its rulesSaatdieBBreervice. By
default the lhusiness rules engine exposes the following interfaces. Technical documentation is provided
in the JavaScript documentation.

TheSanteDBBrmodule allows rule scripts to register two types of handlers:
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1 Rules:Theseare functions which have access to dawrty persisted, or queried prior to or after
the event occurs. A pre event allows the rule to modify the object before the event occurs,
whereas a post event allows the rule to handle events after the object has been persisted.

9 Validators: Theseare functons which are those which add validation errors to a return array for
a particular type.

The events to which rules can subscribe is oadim .

Trigger Event Description

Insert Pre / Post Fired either before or after a new record is being created,
Thisis fired with a call to insert, regardless if the insert
ultimately resulted in an update.

Update Pre / Post Fired either before oafter an existing record is explicitly
updated. This is not fired when the update occurred due f{
an insert.

Obsolete Pre/ Post Fired before or after an object is obsoleted from the
database.

Query Post Fired after a result set has been retrieved from the

database, but before the data is returned to an external
party. This allows privacy controls such as masking,
redaction,or pseudonymization.

Retrieve Post Fired after a record was specifically retrieve

Illustrates the use of th&anteDBBrservice to register a prevent trigger which ensures that all
patients do not have a name.

/**
* Sample Business Rule for Pat ient
*/
SanteDBBre.AddBusinessRule( "Patient" , "Afterinsert" , { statusConcept: Stat usKeys.ACTIVE
}, function (patient) {
/I No patients may have a nhame
patient.Name = null ;
return  simplePatient;

D;

| SNBZ (GKS odzaAySaal NH6$04a08SAFIICNRBIBNFANFASENLY A
patients who have a statusode of ACTIVE.

Illustrates the use of th&anteDBBrservice to register a validation handler which will return a warning
about the use of the registration of males inearfale only programme.

SanteDBBre.AddValidator(  "SubstanceAdministration” , function (act) {
var retVal= new Array();
if (act.participation.RecordTarget.player Model.genderConceptModel.mnemonic !=  "F")

retVal.push( new SanteDBBre.Detectedlssu e("Only females may receive vaccines!"
SanteDBBre.IssuePriority.Warning ));

return retVal;

;
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7.3.1.5.Clinical Protocol Services

{ I y ( SoBecasting servicesClinicalProtocolServigés implemented by service classes which

perform onrdemand forecasting scheduling. Passive forecasting (based on events) should be done by a
daemon service which subscribes to events on the pensist layerand/or an |JobService instance that
performs the operation

Forecasting services generate astsalertswith min/max times representing the minimum safe date,
maximum safe date and suggested datedaraction to occurThe forecasting serviCeda LINER LJ2 a |
method accepts a parameter of type Patient and optionally any relevant data (existing vaccination
SubstanceAdminisations, Observations representing AEFIS)

There are two major concepts for the forecasting serviceainte DB

- Care ProtocalA protocol represents a series of instructions conveyed as when/then conditions
which are concerned with a particular aspectof LJ- G A Sy (i Qa Olsane@BaC2 NJ SEI Yl
protocol may be a particular antigen (OPV protocol) or other actions suskight.

- Care PlanThe care plan represents an instantiation of a series of protocols which have been
determined for a particular pagnt. The care plan is an execution of the care protocols placed
into a coherent series of proposals.

In terms of executionforecasting is handled by two separate interfaces:

- Protocol Definition:Which is responsible for defining the protocol. These agedimical or
logical description of the definition without necessarily describing the protocol.

- Clinical Protocol Implemetation: The implementation is the protocol handler which actually
has executable instructions in the form of when/then conditionschitare executed to
construct the care plan.

7.3.15.1 Xml Protocol Provider

The default implementation of the protocol handler feanteDBis the XML based protocol handler. This
handler defines a series of protocols in thigp://santedb.org/cdssnamespace. This namespace is
illustrated in .
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http://santedb.org/cdss

ProtocolDefinition [

(B sttributes

| tns:Pratocali/henClauseCollection

-——————— = — — — — — — — — — — -

BB

inaryExpression

tns:XmiLambdaExpression

‘

‘constantExpression

tns:ProtocolDa

Element / Path

Cardinality

Description

@uuid

1.1

Uniquely identifies the clinical protocol in
the global scope of aBanteDBnstances.
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@id

Identifies the clinical protocol wiih the
localSanteDBnstance.

@name

A human readable name for the clinical
LINR G202f @ 9EI YLHKSSR

@version

Identifies the version of the protocol.
Example: May 2008 WHO

When

tKS Go6KSyé¢ O2YyRAGAZ
into the protocol. This when condition is

executed once, if the result is false all rules
in the protocol areskipped.

when/@evaluation

LRSYGATASE K2g (KS
be evaluated. Examples of values are: and
(all conditions must equate taue), or (any
condition must equate to true) or xor (only
one of the conditions should evaluate to
true.

when/hdsExpression

Represents a single guard condition
expressed as adD$ query expression (see
documentation of theHD$ documentation
gramma)

when/lingXmlExpression

Represents a single guard condition
expressed as a LINQ expression seedl&as
XML. This representation is preferable to
string lingExpression when the full
expressivity of LINQ is required.

when/lingExpression

Represents a simplified string representatic
of a linq expression.

Rule One or more rules which should be
evaluated which represent the individual
steps in a clinical protocol.

rule/@uuid Uniquely identifies the clinical step within
the global scop of SanteDB.

rule/@id Identifies the rule in the local context of the

protocol itself.

rule/@repeat

Identifies the number of times that the rule
should be applied. For each iteration a vall
YIYSR GabPAYRSE¢ Aa A

rule/when/@evaluatia

Identifies how the when condition of the
rule should be evaluated.

rule/when/HD$Expresion

Represents théiD$ query grammar for the
rule guard condition.

rule/when/lingXmlExpression

Represents the XML serialized LINQ
expression of theule guard condition.

rule/when/lingExpression

Represents a LINQ expression of thie
guard condition.

rule/then/@repeat

Identifies the number of times that the
GGKSy¢ O2yRAUGAZ2Y aK
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differs from the @repeat attribution on
GoKSYyé¢ |a GKAA XNBL
condition being evaluated once before
performy 3 (G KS &aGKSyé |
rule/then/jsonMondel 0.1 The JSON representation of the model wh
dK2dz R 0SS LINRPLRASR
condition evaluates to true.
rule/then/assign 0.* Instructs the engine to assign one or more
properties to the specified value$hese
values (the text of the element) are LINQ
expressions which are evaluated to set the
specified properties.

rule/then/assign/@where 0..1 Identifies the guard @ndition which should
be applied in order for the assignment to
occur.

rule/then/assign/@propertyName 1..1 Identifies the property in the result model

(the then clause) which should be set to th
result of the LINQ expression.
rule/then/assign/@scope 0.1 Identifies the value of the then model whic
carries the scope. This used for the specia
scope keyword in the LINQ expression ang
can be used to copy values from other
proposals.

rule/then/add 0.* Instructs the engine to add an instance of
the resut of the LINQ expression to the
current propertyNameexpression.

7.3.1.6.Configuratiorof the CDR

The first version of th&anteDBIDSoackbone will leverage the MARE ServiceCore framework
components heavily. These components are configured via applicaiidigaration files. This will
introduce some overheadn largedeployments as configuration files will need to be shared among the
application hosts performing a particular role within tBanteDBnfrastructure.

Some components @anteDBuch as forecdimg and protocols are configured via a central datsda
(or rather, their behavior is controlled by the central data storeSanteDR

7.3.1.7.Plugin Management

Plugin management is performed via a series of assembly attributes which are embedded in the
assemlty manifest of theCDRplugins. The following attrides are to be used for identifying plugin
metadata:

Table7 - Plugin Management Attributes

Attribute Use | Description

AssemblyVersion R | Identifies the version (major.minor.revisi.build) of the
plugin. This information is usédr dependency
information.
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AssemblylnformationalVersion| O | An informational version which is displayed on the
administration and management service interface.

AssemblyDescription R | A human readable desgption of the plugin to appear on
the administratie interface.

AssemblyCopyright O | Copyright information and/or use restriction messages.

Plugin R | Identifies the assembly as a plugin. The plugin attribute

identifies the minimum version of th8anteDRore which
is required to run the plugin.

PluginDependency O | ldentifies the name and version of a dependency upon
which the plugin must have installed.

Additionally plugins may embed database modification scripts into their assembly manifest. These

databaS aONALIia I NB aid2NBR Ay |y -a[] AYyF2N¥YIGA2Y F2N
ARSYUGAFASR YR NBf SJI yoinmands fra ificludedl. ¥hese $@L statdmyeits/mday | £ £
have guarcconditions that are maintained by the databasenfiguration technologyselected.

Each feature file is also assigned an RDBMS invariant name that indicates the database management
system for whictthe installation script is intended (in the case that a plugin works with more than one
RDBMS, for exampléthe ADO.NET message persistence schemas).

SanteDB plugins may also embed a Plugin.xml resource into their assembly manifgaugiinis
manifest describes the service providers the plugin provides, as well as defines the configuration
parameters for thaplugin.

For more information about the how plugins can expose configuration options to the SanteDB server
configuration system see .

7.3.1.8.Security Ardkecture

All the components oBanteDBare designed to consider how data is access securely from eachalayer
between each component. This architecture requires that all access to method calls to secured services
pass an instance of IPrincipal which regents the authenticated user context within the current

execution pipeline.

There are four major concepts the SanteDBecurity architecture:

1 Identities: Represent an identification of a security asset such as user, device or application. For
example, he user jsmith would represent a user identity.

9 Principals:Represent an authenticated identity (or cofien of identities) representing a single
session. Principals have an identity (the user/device/application accessihtPBas well as a
series oftlaimsabout the identity (such as role/device/application/authentication method/etc.)

1 Policies:Represent definition of some action or group of actions applied againsShaeteDB
HDSsystem (such as login, create role, etc.some securablgvithin the SaneDBHDSata
store (such as privacy policies applied to data). Policy definitions are maintainedidyy
information providers.

1 PermissionsRepresent a granting of access or rights to a policy for a principal. The decision on
whether a principal is grded a permission to perform an operation is made by a policy decision
provider.
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The creation of arArincipal instance can be from a local authority (such as simple SQL database
authentication) or from a remote authority (such as SWT, JWT, etc.).

7.3.1.8.1 Provenace

All objects at all layers of the SanteDB iCDR persistence layer use the concept of provenance to

attributing all data actions performed on the system. The SanteDB provenance object structure is always
GNRGGSY o0& GKS A/5w a38PENDFEK@EEA KNBT OB I dzNERe A ¢ &

provenance object.

The properties of the provenanadject and their purpose (how they are $&t outlined in.

request. This is used for tracking or correlating
actions across requests and actions.

Property Description Source

User Captures the SID of theser identity that was Server Authentication
attached to tre principal when the action Contextc User ldentity
occurred.

Application Capures the SID of the software application / | Server Authentication
vendor attached to the principal when the Contextc Application
action occurred. With this data it is possible to| ldentity
determine the softwae application responsible
for the change.

Device Captures the SID of the physical node/device | Server Authentication
attached to the principal when the action Contextc Device lentity
occurred. With this data it is possible to
determine thesoftware device responsible for
the action.

Session Captures the actual session attached to the Server Authentication

Cotext ¢ Session Identity

Establishment

Captures the date / time that thdatabase
transaction that made thehange started.

Server Timestamp

security reference points to. Can be a

SecurityUser or SecurityProvenance object.

External Ref Captures the provenance or user SID that the| Client Claim
Ot ASyilGkadzo YAUGGSNI aOf |
that this value is for reference only.

External Ref Type | Identifies the type of object that the exteal Calculated

7.3.1.8.2

Basic Security

The defaultSanteDBnessaging services (FHHR$, etc.) can be configured to use HTTP basic
authentication. This authentication mechanissried into the WCF pipeline and uses the current
implementation of lldentityProvider to authenticate username and password in th&®H&a&der. The
device identity is established via the TLS client certificate sent in the HTTP request.

Applications connding to a HTTP Basic security service are furthermore required to send their
applicationpublicidentifier and application secrat the XSanteDElientAuthorizationHTTP header.
This header has the same format as the BASIC Auth header and includésrthiel @nd secret as a
base64 encoded string.
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Claimscan also be sent using this scheme via tHgakteDElientClaim HTTP headeda@n values are
base64 encoded in format: claimURI=claimValue. TBaXeDElientClaim HTTP header values repeat
and theauthentication pipeline ensures that the user is permitted to make the claim provided.

C2NJ SEIFYLX S5 GKS | ¢ &t 2KSd6rRBIYa3TRe83d678283662088¢4 Y A (i K
making claim that purpose of use is TREATMENIId be:

POST /thir

Author ization : BASIC anNtaXRoOnBhc3N3b3Jk

X- SanteDBClient - Authorization : BASIC
ZTYXMmY40OGMtM2JhMyOOMGZILThjZDYtNzkyODM2YjlwODhjOjcOMzQy Y YEYMQXODNhOWU2ZTIZTFMMGUXZWQO0
X- SanteDBClient - Claim: dXJuOm9hc2lzOm5hbWVzOnRjOnhhY21sOjluMDphY3Rpb246cHVycG9zZT1UUKWBNEL
Content - Type: applicat  ion/json+fhir

Content - Length: 2 394

{

7.3.1.8.3 Federated Security

Figure? illustrates how a remote client can obtain a tokigom a federated security token service (STS)
representing an IPrincipal and pastithe SanteDBIDS The creation of a local IPrincipaktizntrolled

by a local lldentityProviderService implementatitiis imperative that the ACS generate a token format
which is suitable for thélDSmessaging interface to consume (i.e. the configiorad match), otherwise
the HDSWwill have no mechanism faferifying tokens.

Authenticate (Username + Password + Device Id+ Appld+ Claims) | AES ________________ |
Kﬂw | (Access Control Service) |

( )—|—' |

. OAUTH Identity Provider | :

SWTM}) | [_Authservice |C—» I

I o Role Provider |

Client = i
o —_ |

Interface r—_ - - — - - —

Request + r
SWT | IMS
i (Immunization Management Service)

Response C _l FHIR

Figure7 - Security Architecture

Any ACS service can be used @eimteDBhowever it is recommended that the ACS being used support
the OAuth tokens@®@A OS Qa LI dag2NR 3ANI yi | yion udNESAAJRSHTTX A Sy ik
basic auth.

7.3.1.8.4 Default OAuth ACS Implementation

SanteDBprovides an implementation of an OAuth STS which generates JSON Web Tokens (JWT)
compatible withSanteDBThe default inplementation of the OAuth STS only supports passvaoidi
token refresh grant types.

The returned value is a JWT token which may subsequently be used by the client to-Ha8essvice
AVOSNFIOSa® ¢KS Wze 218y O flindandiedsheskhat the tokerSiNg S R A
signed by a trusted AG®d that the token has not expired.
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The default ACS implementation performs node authentication (authentication of the device) using the
TLS certificate passed in the SSL transport layer. Theedmriificate used to connect to the ACS forms
the basis 6authenticating the node and may be explicit (using the DeviceEvidence field in the
SecurityDevice table) or chained (to a root CA that the ACS trusts).

Applications are authenticated using the HPTBASIC auth scheme described in the OAuth 2.0
specificatbn. The application is expected to pass its client_id and client_secret as a username/password
in HTTP Authorize header.

The client can makelaimsabout the request by using theSanteDElientClam HTTP header. This
header is in the format claimType=ittd/alue and is base64 encodddultiple claimsare separated by a
comma.

The following example represents a request for token for user jsmith from dgitf88e3ba340fe-
8cd6792836b2088c makinglaim that purpose of use is TREATMENT.

POST /oauth2_token

Content - Type: application/x - wwwurlform -encoded

Authorization : BASIC
ZTYXMmY40GMtM2JhMyOOMGZILThjZDYtNzkyODM2YjlwODhjOjcOMzQyYTEIMTY4YTQxODNhOWU2ZTIIZTFmMGUxZWQO0
X- SanteDBClient - Claim: dXJuOm9hczOm5hbWVzOnRjOnhhY21sOjluMDphY3Rpb246cHVycG9zZT1UUKVBVELFTIQ=
Content - Length: 204

grant_type=password&username=jsmith&password=password123&scope=http://demo.openiz.org/fhir

7.3.1.8.5 ClaimTypes

The implementations of IPrincipal should tlaimsbased.In aclaimsbased principal, the authenticated
user information contains a seriesdaimsabout that user such as their name, organization, the reason
for access, etc. Thdaimsused inSanteDRare listedin Table8.

Table8 - Claim Types

Claim Value Use
urn:oasis:names:tc:xacml:2.0:resource:resouite String The identifier of the
resource to which the
claim is about.
urn:oasis:names:tc:xacml:2.0:action:purpose PurposeOfUsg Indicates the reason why
data is beingqueried. Used
for policy enforcement
decisionsValid values are
drawn from the
PurposeOfUse concept se
urn:oasis:names:tc:xacml:2.0:subject:role String Theclinical roles that the
user has.
urn:oasis:names:tc:xspa:1.0: subject:facility Url The facity identifier to
which the principle
belongs.
urn:oasis:names:tc:xspa:1.0: subject:organizaitbn | String The organization identifier
to which theprincipal
belongs.
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urn:oasis:names:tc:xacml:1.0: subject:subjiett String The distinguished name of
the principal.
http://openiz.org/claimggrant String The policies to which the
user has been granted
acces by the ACS.
http://openiz.org/claimgdevice-id String The identifier for the
security device from which
the principal is operating.
http://openiz.org/claimgapplicatiortid String The identifier for the
security application from
which the principal is
operating.
http://schemas.microsoft.com/ws/2008/06/identity/ | String Security roles to which the
claimgrole user belongs.
http://schemas.xmlsoap.org/ws/2005/05/identity/ String The user name of the
claimgname principal.
http://schemas.xmlsoap.org/ws/2005/05/identity/ String The authentication result
claimg/authentication of the principal.
http://schemas.microsoft.com/ws/2008/06/identity/ | DateTime Theinstant in time when
claimgauthenticationinstant the principal was
authenticated.
http://schemas.microsoft.com/ws/2008/06/identity/ | String The method of
claimgauthenticationmethod authentication used.
http://schemas.microsoft.com/ws/2008/06/identity/ | DateTime The date/time that the
claimgexpiration LINKR Y OA LI £ Qa
no longer is valid.
http://schemas.xmlsoap.org/ws/2005/05/identity/ UuID The security identifier of
claims /sid the principal. This is the
UUID of the user.

7.3.1.9.Policy / Privacy Enforcement Architecture

The enforcementof privacy and policies is handled through a series of services withiahieDB
solution. From a high level, three different types of services are involved:

91 Policy Information Provider (PIR)Is responsible for storing information relatedttoe polides.

The information point is responsible for maintaining a list of IPolicy objects which contain the
name, oid, handler (C# class which is executed upon policy decision), and elevation control.
Policy Decision Point (PDP)s responsible for mdng a detsion related to a policy (or series of
policies) for a given securable. The decision outcome is one of the following options:

o Deny¢ The principal has no authorization to access the requested securable or policy.

o Elevateg The principal can aces the searable or policy however they require

additional authentication (such ag“evel password, TFA, etc.)

o0 Grantg The principal is granted access to the specified securable or policy.
PolicyEnforcement Point (PER)Is responsible for listening ®vents fom the SanteDBystem
and leveraging the decision and information points to enforce the policy decision. This
implementation can vary between jurisdictions however by default involves either the masking
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disclosure of records.

A a

The process for enforcement is illustratedHigures.
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Figure8 - Policy Enforcement Architecture

Policy enforcement may happen dedtively via enforcement of security attributes on code (most
notably the PolicyPermission and PolicyPermissionAttribute classes). The default policies included in
SanteDBRare listed in TheHDSs expected to be awarefall policy identifiers, clients @hservices
accessing thélDSare merely to be aware of local policies which may have an impact on their function.

Table9 - SanteDBPolicies

Name

OID

Description

Superuser

1.3.6.1.4.133349.3.1.%.2

Identities which possess this
policy permission are granted
access to all functions in
SanteDB.

Access Administrative Functior

1.3.6.1.4.133349.3.1.5.2.0

Identities which possess this
policy permission are granted
access to all administrative
functions of SanteDB.

Change Password

1.3.6.1.4.133349.3.1.5.2.01

Allows an identity to change arn
20KSNJ dza SNDa L

Create Role 1.3.6.1.4.133349.3.1.5.2.02 | Allows an identity to arbitrarily
create a user role.

Alter Role 1.3.6.1.4.133349.3.1.5.2.03 | Allows an identity to mody
roles, including role
membership.

Createldentity 1.3.6.1.4.133349.3.1.5.2.04 | Allows an identity to create

arbitrary identities (users).
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